ABSTRACT

This document assists university
personnel in establishing cyber incident
response capabilities and handling
incidents efficiently and effectively. It
provides a guide for cyber incident
handling, particularly for analyzing
incident-related data and determining
the appropriate response to each
incident.
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IT Security Incident Response Quick Guide

REPORT IMMEDIATELY

Call 4HELP immediately at (540) 231-4357 (24x7) if you suspect an incident involves:

* High Risk data (this automatically applies to all data in local or cloud enclaves)

* Incidents with potential for severe financial, reputational, legal or regulatory impact

e Critical system disruption due to security compromises, including widespread incidents
* Attacks that appear targeted, sophisticated, or done with insider knowledge

Remember: when in doubt, report it! CALL 911 IMMEDIATELY for any threats to life or property.

NON-URGENT REPORTING

Report through IT Security Office (ITSO) website (https://security.vt.edu/incident) any network

security event that might compromise:
* Confidentiality of data below restricted or high levels (such as medium or low)
Integrity of:
¢ Information (including modification, deletion, and loss of access of data below
restricted or high levels)
* Devices (malware infections, compromises, attacks and other similar incidents)
e Availability of Virginia Tech resources (including denial of service)

Information to provide to 4HELP or IT Security Office

Who will be the security point of contact for the unit?

What symptoms do you observe?

Which devices or accounts were affected, and what is their purpose? Please include IPs, host
names, and domains. Identify devices or assets with high or restricted information.

* Is there a critical system disruption? Are the symptoms widespread?

What risks do you believe may apply to this incident?

Who was involved in this incident and what are their role(s) at Virginia Tech?

* Do you feel a person or system in your unit was targeted? If so, who or what was the target?
How did you discover the incident?

When did the incident occur?

What steps have you taken since then? Please indicate who you’ve notified. (A timeline is helpful)
How did the incident occur (if known)?



General Incident Guidelines

e Stay calm. Don’t jump to conclusions, take aggressive action, or try to fix or investigate anything on
your own. Resist the urge to remediate before the full incident scope is known.

e Preserve evidence. Don’t allow systems to be modified or used. Don’t change or
investigate affected systems. If it’s a libc.sovirtual system, make a clone. Copy logs
to protect evidence.

e Get guidance from ITSO and report any important updates. ITSO will help you handle the incident
through established, proven processes. The sooner ITSO knows of a change in scope, risk, or
severity of the incident, the better we’re able to protect the University.

* Keep ITSO informed. If you suspect your unit’s email or phone systems have been compromised,
use a cell phone to provide updates to ITSO.

* Restrict information to those that need to know. Share updates with leadership and those
immediately involved with the incident, but maintain as much confidentiality as possible.

¢ Document. Write everything down while it’s fresh: what was done, when it was done, and
why it was done. Provide this information to ITSO.

Stage 1: Detection and Classification — IMMEDIATELY upon Incident Discovery

You can expect ITSO to:
U Discuss incident severity
U Begin gathering information

Your unit should:
U Prioritize this incident response over other workloads
O Let ITSO know if you discover an incident, or work with
ITSO if we notify you that we've discovered an incident
U Gather information to provide to ITSO. Make sure to
include the information listed on page 4.
e  Provide unit point of contact to ITSO

Stage 2: Containment and Preservation — WITHIN 15 minutes of Incident Discovery

Your unit should: Your unit should NOT:
O Leave device(s) intact, but do not use or Q  Shut down the device(s)
investigate on it/them U Logon with elevated privileges to investigate
Q  If advised by ITSO, unplug network cable or Q Change the network settings on the device
disable network access from a firewall O Issue/run commands or software
O Preserve device state (for example, clone a U Attempt to remotely scan the device
virtual machine) U Attempt to fix anything or remove any

U0 Make a copy of log files problems
U Document and communicate information on

possible risks, including critical systems or data Lol Cz s e ) e

O Manage containment, investigation

U Alert unit leadership of issue
plans



Stage 3: Analysis, Eradication and Recovery — DAYS following Incident Discovery

Your unit should: You can expect ITSO to:
O Continue to gather and document information O Coordinate incident handling
O Perform a Pll scan to look for notifiable data O Provide an incident analysis (timeline, scope,
O Work with ITSO to develop a recovery plan, root cause and effects)
including security enhancements U Identify other at-risk systems, accounts or
O Immediately report any new critical services
information to ITSO O Regularly share updates with unit and ITSO
O  With ITSO guidance, restore affected services to leadership
operation O Partner with unit to develop remediation plan
U Confirm system(s) are working properly following O Identify follow-up action items (notifications to
remediation affected individuals, offices, long-term security

enhancements etc.)
O Continue to monitor for ongoing threats

Stage 4: Incident Closure and Follow-up — AFTER Incident is closed

Your unit should:

0 Continue to work on long-term security You can expect ITSO to:
enhancements O Issue an executive incident closure report
O Update internal documentation O If necessary, coordinate with your unit to
schedule post-incident “lessons learned”
meetings

1 Work with your unit to suggest security
enhancements



Section 1: Introduction

Authority

Oversight of the security of university information technology resources and information is assigned to
the Vice President for Information Technology and CIO by the Virginia Tech Board of Visitors.

In 2007, the Board of Visitors passed a resolution (https://bov.vt.edu/assets/june 4-2007.pdf , Attachment
V) requiring the Vice President for Information Technology to ensure compliance with established security
standards throughout the University. The Vice President for Information Technology and CIO works
through the IT Security Office (ITSO) to coordinate protection of integrity, confidentiality, and availability of
Virginia Tech’s information technology infrastructure.

Virginia Tech Policy 7010 - “Policy for Securing Technology Resources and Services,” gives the
ITSO the authority to respond to threats to University networks, systems, and services.

Purpose and Scope
This document:

e is not intended to replace Continuity of Operations Planning or Disaster Recovery Planning.

e is not intended to be used as a detailed list to accomplish every task associated with cyber security
incident handling and response.

e addresses only incidents that are computer security-related, not those caused by natural disasters,
power failures, etc.

e applies to university-owned computers and technology devices connected to the Virginia Tech
network. All University locations are covered by this document.

To ensure the continued security of Virginia Tech networks and data in the face of ongoing cyber
threats, DolT has developed this guide for implementing cyber security incident response plans.

Audience

This document has been created for the ITSO staff, system and network administrators, security staff,
technical support staff, Vice President for Information Technology and Chief Information Officer (VPIT-
CIO), computer security program managers, and others responsible for preparing for or responding to
cyber security incidents at Virginia Tech.


https://bov.vt.edu/assets/june_4-2007.pdf
https://bov.vt.edu/assets/june_4-2007.pdf

Section 2: Mission, Strategy and Goals
Mission

Virginia Tech'’s Division of Information Technology (DolT) is charged with installing, operating,
maintaining, and securing networks and information systems, allowing the University to accomplish its
mission. To aid in the coordination of response activities, The Division of Information Technology
(DOIT) has formed a Cyber Incident Response Team (VT-CIRT). Its mission is to:

Limit the impact of cyber incidents in a way that safeguards the well-being of the University community.
Protect the information technology infrastructure of the University.
Protect sensitive University data from unauthorized disclosure, modification, and exfiltration.
Collect the information necessary to pursue investigation(s) at the request of the proper University authority.
help University personnel recover their business processes after computer or
network security incidents.
6. Provide a consistent response strategy to system and network threats that put Virginia
Tech data and systems at risk.
7. Coordinate efforts with external Cyber Incident Response Teams

o DN~

Minimize the University’s reputational risk by notifying appropriate University officials of cyber
incidents that may become high profile events and implementing timely and appropriate
corrective actions.

Strategy and Goals for Cyber Incident Response

To achieve these goals, the ITSO has adopted security best practices derived from standardized
incident response processes such as those published by the National Institute of Standards and
Technology (NIST) Special Publication 800-61 and other authorities.

The ITSO manages and coordinates detection, identification, containment, eradication, and recovery
efforts of reported cyber security incidents with Virginia Tech departments’ IT personnel. The IT Security
Officer or designee is authorized to classify threats as a risk to the enterprise and can activate the VT-
CIRT team at their discretion. The full VT-CIRT Team will only be activated if a cyber security
incident has been identified as affecting University IT systems/services at an enterprise or a
multi-departmental level.

Section 3: Virginia Tech Cyber Incident Response

CYBER INCIDENT RESPONSE TECHNICAL TEAM

The VT Cyber Incident Response Technical Team (VT-CIRT) has 3 components:

1. ITSO-CIRT contains current members of the IT Security Office staff (Red, Blue, Green, Purple
teams). This group responds to all cyber incidents and works with local IT staff to address the threat.

2. ENTERPRISE-CIRT: contains DolT contacts from Secure Identity Services (SIS), Network
Infrastructure & Services (NI&S), IT Experience & Engagement aka 4HELP, Enterprise Systems,
Advanced Research Computing (ARC) and Collaborative Computing Solutions (CCS); as well as



University college and departmental representatives that make up the IT Council, and University
Compliance Officers. This group is activated when an enterprise wide cyber attack against the
University happens.

3. OmniSOC: this external Security Operations Center service provides after hours notifications and
monitoring.

Appendix A contains the organizational charts for the technical and governance teams. See
Appendix C for contact information about VT-CIRT members.

CYBER INCIDENT RESPONSE GOVERNANCE TEAM

The cyber incident response governance team provides oversight for cyber incident response. Typical
decisions include what information should be included in a press release or whether a cyber insurance
claim should be submitted. The team is activated when an enterprise incident occurs. See Table 1. The
Cyber Incident Response Governance Team is composed of the following University stakeholders:

Vice President for Information Technology and Chief Information Officer (VPIT-CIO)
Associate Vice President for Security & Identity
Information Technology Security Officer (ITSO) — delegated authority by CIO to decide whether
to activate CIRT, notifies Incident Governance Team of decision

e University Legal Counsel — any law enforcement/legal actions, questions
about information disclosure, legal aspects of the investigation

e University President — personnel actions for staff

e Executive Vice President and Provost — personnel actions for faculty
University Office of Audit, Risk and Compliance (OARC) — data integrity of
critical University data, compliance with University procedures and fraud
investigations

e Division of Student Affairs/Student Conduct — offenses by Virginia Tech
students

e Virginia Tech Police Department — criminal matters

e Data Trustees/Stewards — sensitive or non-public data access and
governance. Data trustees and stewards are listed at
https://it.vt.edu/resources/policies/adms.html .

Reporting a Cyber Incident

Virginia Tech Policy 7000, “Acceptable use and Administration of Computer and Communications
Systems”, section 3.3, states “ Any suspected cybersecurity incident of data exposure must be
immediately reported to the appropriate Dean, Director or Department Head and to the information
Technology Security Office (ITSO).” The ITSO , in consultation with the Office of the General Counsel
and appropriate data trustees/stewards, is responsible for determining whether a breach of information
security or University private data has occurred and whether notification to affected individuals is
required. The ITSO may also seek advice from the Cyber Incident Response Governance team.

Cyber incidents can be reported in several ways including by email, phone, in-person, or by
initiating a Service Now (SN) trouble ticket (https://security.vt.edu/about/contact/ ).



https://it.vt.edu/resources/policies/adms.html
https://security.vt.edu/about/contact/
David Raymond
What governance structure does this exist under? Does this team meet periodically to make governance decisions about the incident response process?

Randy Marchany
This "team" meets whenever there's an enterprise level incident to authorize a course of action. For example, this team was in a group call to decide how to respond to the kaseya attack. People like Amy, Trish Long, VTPD, Scott Midkiff, OARC, etc were participants and were briefed twice a day initially then daily.

Randy Marchany
This is more of an ad hoc committee that is "activated" when there is an enterprise incident or serious high risk data exposure event.


A cyber incident is an event that poses a threat to the integrity, availability, or confidentiality of an IT
system. The ITSO or designee will act as the Incident Response Manager (IRM) for all reported cyber
incidents. The ITSO, with the assistance of the reporting entity, will work together to coordinate all
aspects of the incident response process. The reporting entities must coordinate with the ITSO (or
designee) prior to initiating any actions during the investigation or in response to information security
incidents. All communications regarding cyber incidents must be conducted through channels
that are known to be unaffected by the cyber incident under investigation.

Early notification allows the ITSO and affected departments time to gather as much information as
possible when evaluating potential cyber incidents. Certain data types (student, financial data) have
strict notification timeline requirements. See Appendix D. See the “Information to provide to 4HELP
or IT Security Office” section of the Incident Response Quick Guide for a list of information that should
be gathered and shared when reporting cyber incidents.

Impacted units should begin their Continuity of Operations Plan (COOP) in progress once the incident has
been contained.

Communications and Information Sharing about a Cyber Incident

Communication is an essential part of cyber incident response and often needs to occur quickly.
Therefore, it is vital to build relationships and establish suitable means of communication between the
ITSO and other groups, both internal (e.g., human resources, legal) and external (e.g., other incident
response teams, law enforcement). University departments should proactively develop internal cyber
security incident communication guidelines.

Once an incident is confirmed, the ITSO and the CIRT Governance Team will work with the
University Communications and Marketing unit, https://brand.vt.edu/communications.html , (formerly
University Relations) to coordinate information sharing so that only the appropriate information is
shared with the appropriate parties. All press inquiries should be referred to the University’s
Communications and Marketing unit.

Determine Attack Scope — Local or Enterprise Wide?

Once an incident is classified, it is important to categorize the incident as a local or enterprise event.

Local events represent a risk to Virginia Tech systems, networks, and data but are confined to a single or
small number of departmental systems. An example of a local issue would be malware discovered on a
departmental desktop or server. Local issues may lead to data breaches if unencrypted sensitive data is

stored on the compromised systems. Most cyber threats are identified, contained, and eradicated through
coordinated efforts between the ITSO-CIRT and affected departments. Local events are the most common type
of attack observed at Virginia Tech.

Enterprise events are wider in scope and affect multiple university departments, colleges or divisions. These
attacks disrupt University wide operations or endangers high risk data. Enterprise issues may require the

activation of the entire Virginia Tech Cyber Incident Response Team (VT-CIRT). VT-CIRT team members may be
drawn from many departments across the university and have knowledge of critical systems that can be leveraged to
protect Virginia Tech IT assets during an enterprise incident. When multiple incidents occur simultaneously, the most
serious or highest potential impact incidents should be handled first.


https://brand.vt.edu/communications.html

The incident classification is performed by the Incident Response Manager (IRM) using the VT CIRT Incident Response
Classification Matrix shown in Table 1.

VT CIRT Incident Response Classification Matrix

Classification
Level

(3=Most Severe)

Typical Characteristics

Impact

Response

DDosS attack against
University Servers. Attacks
against network
infrastructure. Network
disruption for a large
segment of the VT
population

An enterprise-wide attack
involving multiple departments
requiring local and enterprise
administrator support from the
affected departments.

CIRT directs response
coordinated by ITSO. VT
senior management, local
sysadmin involved.
Possible Legal Counsel,
Law Enforcement
involvement

Affects data or services for a
group of individuals and
threatens sensitive data, or
involves accounts with
elevated privileges with
potential threat to sensitive
data

Compromised Banner,
Exchange, Active Directory,
domain controller system
administrator account, or
Learning Management System
(LMS) administrator account
compromise

Affects data or services of a
single individual, but involves
significant amounts of
sensitive data

Faculty desktop with University
defined sensitive data
compromised, physical theft of
computer/computer equipment

Response coordinated by
ITSO. Local Sysadmin.
CIRT advised, Legal
Counsel notified if Pll
breach.

Affects data or services of a
group of individuals with no
sensitive data involved

Compromise of an account with
shared folder access

Affects data or services of a
single individual with no
sensitive data beyond their
own involved

Compromised faculty machine
w/no University defined
sensitive data etc.

Local sysadmin, ITSO
notified, event logged,
progress monitoring,
Standard forensics
performed if local admin
is unable.

No

No

Occurrences of very minor or
undetermined focus

Network scans, host-based
firewall logs, IDS/IPS data

ITSO sends reports to
central logging service

Table 1: CIRT Activation Criteria



VT-CIRT Activation

The VT-CIRT will only be activated if a cyber incident has been confirmed to be affecting University IT
systems/services at an enterprise or a multi-departmental level. Attacks against departmental servers
do not necessarily require VT-CIRT activation. Local events may be escalated to enterprise events if
evidence warrants. The ITSO has the authority to classify incidents as an enterprise threat. The ITSO and
the CIRT Governance Team have authority to activate the VT-CIRT.

Communications Plan

A communications plan is essential when dealing with a confirmed cyber incident. A good
communication plan can help limit confusion and increase responsiveness by sharing action plans,
updating University stakeholders, and providing transparency throughout the process. The plan should
identify the stakeholders, those authorized to speak about the incident, the communication channels, a
schedule of communication as well as procedures for notifying external organizations that are directly
involved in the incident. A communications plan can reduce conflicting messages and focus efforts.

The Communications and Marketing group, DOIT, and the appropriate stakeholders must develop a
communications plan whenever a breach of Personally Identifiable Information (Pll) has been
confirmed. A communication workflow diagram for PIl exposure is available in Appendix B.



Virginia Tech Cyber Incident Response RACI Matrix

This RACI matrix includes expanded roles reflecting Virginia Tech’s IT governance and operational structure. It is aligned with the Virginia Tech
Guide for Cyber Security Incident Response (https://security.vt.edu/docs/incident/incident response.pdf)

Incident

Response

ITSO Incident
Response Team

Local IT
Admins

System Owner /
Data Custodian

Department
Leadership

Communications/
PR

Legal /
Compliance

VPIT/CIO,
AVP/SI

External SOC

Activity

Incident A/R — Monitors R — Reports C — Provides | — Informed | — Informed of C - Consulted A —Holds R/C—24x7

Detection & alerts; confirms anomalies to system/data of significant | possible external for regulatory executive monitoring,

Reporting incidents. ITSO. context. issues. visibility. impacts. accountability. | alerting.

Incident Triage & | A/R— Leads C —Supplies C — Confirms | — Notified of | | —Supports C — Reviews A —Final R/C — Provides log

Classification triage and logs and local data potential communications reporting authority for analysis and threat
categorization. system info. classification. impact. planning. obligations. major incident | intel.

classification.

Containment & A/R — Defines R — Executes C — Identifies | — Updated - C—Ensures A —Oversight C —Supports

Preservation containment and | containment critical assets. on Communication evidence for high- forensic log
evidence plan. actions. operational coordination. handling impact retention.

disruption. compliance. containment.

Analysis / A/R — Leads R —Implements | C— Confirms | — Informed | — Supports C—Ensures A —Ensures R/C - Provides

Eradication / analysis and remediation restoration of service messaging on regulatory institutional threat validation.

Recovery recovery and system integrity. recovery restoration. compliance. risk posture
validation. restoration. status. alignment.

Notifications & A/R - C — Provides | —Informed for | — Leadership | R —Manages A —Accountable | A-—Final C —Technical

Communications | Coordinates technical unit visibility. communications for authority for validation for
internal/external | context. communications. and media. legal/regulatory | notification messaging.
notifications. notices. scope.

Incident Closure | A/R—Leads R — Provides C - Unit/business | C—Supports | — Updated on C - Confirms A- C—SOC-level

& Lessons review and findings & context for institutional outcomes. legal Institutional insight and

Learned formal closure. implements lessons learned. improvement compliance for accountability. | recommendations.

improvements. planning. closure.

Legend

Responsible — Executes the task.

Accountable — Final authority and ownership.

Consulted — Provides expertise or input.

Informed — Requires updates, not action.
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Appendix A: VT Cyber Incident Response Team Organizational Chart

CIRT Organization Chart
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Randy Marchany
The formatting in the original Word document is correct. This formatting here is a Google Doc issue.


Appendix B: Sensitive Data Response Procedure

Create/sulbbmit
SN ticket

Hist compromise
detecied by
inzernal fexternal
party. Exasmnpla:
ITSO, Intarmal)
external 20C, local
m
Pty
depart measrtad IT Dt Head Motified
sippoat stafd
R pozanctl Wik,
naotity TS0,
milthgate risk of Enad
@NposUrE

WPIT{CIO, ORT

¥

Othar® (Research,

Financial Data? Shsdont Darka? Souammanoe HR Data?
phvgsical plant, b,
motitied P '
Dt Mot D I
Lhm“”rt:.: Dept notifies Diept noifies AVEY :pnr\g;::'tadita
Controller University Registras HE [ —
Ty
g

Flam meotitcaticms o

Dawlogn @i incl st
communiatian

affected individuals

plain

ExpCats
remed lation plans

Close SM tlokat
and werite AAR,
Enad

13



Appendix C: CIRT Team Member List and Contact Information

Points of Contact

VA Tech Campus Police: 540-231-6411, Emergency: 911.Chief William (Mac) Babb, Deputy Chief Tony Haga are the
most frequent contacts at this office. Note: If the violation is deemed to be illegal or life threatening, contact the
police first. They will take over the investigation and the CIRT will simply provide whatever information they need

for the investigation.

Appendix D: Sensitive Data Notification

Virginia Tech is required to notify external agencies of an event involving certain data types.

e FERPA —all confirmed or suspected breaches of FERPA data must be reported immediately to the US
Department of Education. The ITSO will notify the US Dept. of ED and will be the primary contact with
their cybersecurity group. “The Student Aid Internet Gateway (SAIG) Agreement requires that as a

condition of continued participation in the federal student aid programs, PSls report actual data

breaches, as well as suspected data breaches. Title IV PSIs must report on the day that a data breach is

detected or even suspected. The U.S. Department of Education (the Department) has the authority to
fine institutions—up to $54,789 per violation per 34 C.F.R. § 36.2—that do not comply with the

requirement to self-report data breaches.”
(https://askregs.nasfaa.org/uploads/resources/ED Cybersecurity FAQ.pdf#:~:text=The%20Department

%20has%20reminded%2 0all,email%20cpssaig%40ed.gov )

o To report a breach, ITSO will email cpssaig@ed.gov. The email should include:

Date of the breach (known or suspected),

Impact of the breach (number of records, number of students, etc.),

Method of the breach (hack, accidental disclosure, etc.),

Information security program point of contact (email address and phone number are required),
Remediation status (complete, in-process, etc. with detail), and

Next steps (as needed). If ITSO cannot email, ITSO should call the Department’s security
operations center (EDSOC) at 202-245-6550 to report the data listed above. EDSOC
operates 24 hours a day, seven days per week.

e Research Protected Health Information (R-PHI)

o The Privacy and Research Data Protection officer will coordinate with the Principal Investigator
of the research project to notify the covered entity.

o PCl
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o If your department is an authorized PCl merchant, a PCl data breach notification may need to
be done. Contact Becky Ford, paymentcards@vt.edu, 540-231-4543 within 24 hours of
discovery of the breach.

Summary

In the scope of research, Virginia Tech is only bound to the requirements of HIPAA data protections when
we receive covered data under a Business Associate Agreement (BAA) from a covered entity. In the case
of an unauthorized disclosure of unsecured (unencrypted) HIPAA covered data, our obligation is to notify
the covered entity “without unreasonable delay and no later than 60 days from discovery of the breach.”
Exfiltration of appropriately encrypted data does not constitute a data exposure under HIPAA. If Virginia

Tech ever becomes a covered or hybrid entity, there will be additional requirements.

These individuals as of 8/27/2025, are responsible for notifying the appropriate external agency. Data Trustee/Data Steward

contact information is at https://it.vt.edu/resources/policies/adms.html .

DATA TYPE NOTIFICATION WINDOW CONTACT PERSON DETAILS

FERPA data ASAP Randy Marchany itso@vt.edu Must notify US Dept of Education
540-231-6020

PCI 24 hours Becky Ford, paymentcards@vt.edu  [Must notify Credit Card companies
540-231-4543
Lauren Lawson, lwolfe@vt.edu
540-231-6277

PIl data 72 hours Kay Heidbreder, heidbred@vt.edu Must notify State Attorney General
540-231-6293

Export Controlled ASAP OESRC, oesrc@vt.edu, 540-231-6583 |Must notify appropriate Fed Agencies

Sponsored Project Data ASAP Trudy Riley, ospdirector@vt.edu Align with contract requirements

Virginia Fusion Center (VITA)

\Within 24 hours

ITSO, itso@vt.edu

Must report any confirmed incident
to VITA

Research PHI (R-PHI)

\Within 60 days of event

Julie Cook, prdp@vt.edu, 540-231-
9366

Notify PRDP asap

Cyber Insurance

When needed

Rebecca Folmar, rfolmar@vt.edu
540-231-4014 (w), 919-757-5993 (c)

Contact her if cyber insurance claim is
to be made.
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Appendix E: VT - OmniSOC Incident Response Wflow
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David Raymond
What do the paragraph numbers (1a., 1b., etc) represent? Is this process described somewhere else? I can't find paragraphs with these numbers. It would be helpful if this were accompanied by a written description of the process.

Randy Marchany
I believe those are section numbers in the OmniSOC workflow document. I should probably provide a link to that doc. Have to check with Jeff to see who should be able to see that workflow.


OmniSOC Role and responsibility

OmniSOC has been providing 24/7 cybersecurity services to Virginia Tech since 2022. Our work includes using
advanced threat intelligence to identify risks, quickly alerting the Virginia Tech team with high-quality notifications,
and keeping communication clear and consistent. We build and manage custom dashboards, perform daily and in-
depth threat hunting, and handle the analysis, monitoring, and triage of security events around the clock. We also
collaborate closely with their team on investigations and response efforts.

Operations procedures for Virginia Tech and OmniSOC regarding SOC functions

Our infrastructure and log feeds are monitored 24/365, including weekends and holidays. We maintain an on-call
rotation during holidays to ensure continuous coverage. Our service desk monitors alerts and incidents around the
clock and escalates to engineers as needed to ensure prompt response and resolution.

Escalation contacts and procedures

Security Incident Contact: vt4help@service-now.com
Operational Issue Contact: Create a ticket in SNow reaching out to vt4help@service-now.com
o Immediately follow up with phone call 540-231-4800 to confirm receipt.
Contractual and Administrative Contact:
o Jeffry Lang - jefflang@vt.edu
o Zachery Mitcham - mitchamz@vt.edu
After-hours contact:
o The telephone number for the OmniSOC to use is 540-231-4800
Approved Member Contacts (individual contributors): Anyone in the Slack channel, along with Randy
Marchany (CISO), and Sharon Pitt (CIO)

Inventory of data feeds, including regular review and refresh

Feed
Feed Name Type Data Set Notes
logs-m365_defender.log- Microsoft 365
default EDR Defender Replaced MDE for better data
om-vt-dns DNS N/A Cribl pipeline on VT's end
om-vt-beacons Beacons | Flare Beacons feed on the flare instance
om-vt-suricata NIDS Suricata N/A
om-vt-winlog Winlog | Winlogbeat Cribl pipeline on VT's end
om-vt-zeek NIDS Zeek N/A

The frequency of security feed updates depends on the type of feed and ingestion method. For agent-based feeds,
updates occur automatically when the agent is updated. In other cases, when adjustments are required—such as
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modifying data fields or updating detection rules—our security engineering and platform teams coordinate to
implement and deploy updates as needed.

Security feeds and detection alerting are closely intertwined. If a particular alert fires often but investigations result
in a significant majority of false positives, the data being used is one item to review. Another is the proper parsing of
log data into the fields we use for alerting or investigation. Our SOC Analysts are strong sources of truth — they review
logs as part of their investigations daily. Parsing errors are also identified during ingest with a tag. High volumes of
these can lead to a log source feed review.

Following a recent internal review of all our member log source feeds for value and volume, we are now scheduling
this process to be done annually for each member. Also associated with this are identifying gaps in visibility that can

be addressed by adding new feeds based upon their availability from the member.

Continuous improvement

We will meet on a weekly basis during onboarding and move to a fortnightly basis for innovation/operational
meetings. You will have an Operational Liaison assigned who will be responsible for engaging with your staff in 30-
minute calls every other week, and will ensure attendance from appropriate engineering groups based on your
innovation needs (typically feed development or detection engineering, but sometimes R&D). Standing meeting
template contains section for VT to notify OmniSOC of planned downtimes, upgrades, or other factors that may
contribute to changes in the feeds that we monitor. In addition, the Operational Liaison has a section for inquiring
about future initiatives that OmniSOC could assist with those efforts as part of our Continuous Development efforts.

SOC Metrics

OmniSOC provides quarterly metrics reports to Viriginia Tech. In addition, VT staff has access to dashboards for
any off-cycle reports and metrics that are desired.
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Appendix F: AWS Account Compromise Procedure
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APPENDIX G - E-Discovery and Data Recovery Processes

eDiscovery team

Data provider or
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- updated SN ticket )
Marketing updates SN tickst

TS0 requests
gdditional context or
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The eDiscovery team is the Service Owner for eDiscovery requests. eDiscovery requests originate only from VTPD, Legal
Counsel, OARC, or Communications and Marketing. Any data requests should go through that team. From there, they craft a
special “EDR” ServiceNow ticket type.
o eDiscovery is done in response to specific legal or regulatory requests for data, from legal counsel, PD,
OARC, or Comms/Marketing (FOIA). Requests that don’t fall into these categories and/or do not come
through those channels are Data Recovery requests, not eDiscovery

eDiscovery process:

e VTPD, Legal Counsel, OARC, or Comms/Marketing initiate an EDR request in ServiceNow

e ITSO (IT Security Officer or designee) reviews the request and approves, or returns to requester for additional
justification or context

o Ifapproved, ITSO passes EDR ticket to eDiscovery team

e eDiscovery team works with appropriate service owner to gather data
e Datais returned to ITSO to release to requester

o Once provided and acknowledged, ITSO copy is deleted/destroyed

eDiscovery Questions:

e Are FOIA requests also eDiscovery requests (do they go through EDR ticketing process)?

e Are deceased individual data requests eDiscovery under certain circumstances? If so, can we get clear guidance
around when they are and are not?
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Data Recovery Process

A new ServiceNow workflow is required for Data Recovery requests. This workflow (outlined below) will branch out

based on the circumstances of the request and will include appropriate approvals along the way.

Data recovery
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Appendix H: Notification of Outside Organizations Involved in a Cyber Incident

It may be necessary to contact an outside organization to let them know that a machine under their control may be

having a negative impact on Virginia Tech’s IT systems and networks. The steps provided below are intended to guide

communication. The ITSO will contact any outside organization about cyber incidents affecting them.

Determine technical and administrative contacts of the source machine.
Determine WHOIS contact for upstream provider, if one exists.

vk wnN e

Send a concise email to the WHOIS contact of the source machines. Include:
® The source site’s US-CERT

e  Copy for IT Security Office

e Copy affected department(s) and personnel.

® Logexcerpts in text of e-mail. Do NOT send attachments or HTML.

Determine if a US-CERT or “abuse” email address exists if the source machine is from a foreign country.
Contact itso-g@vt.edu to see if other campus sites have been attacked/scanned by the source machine.

21


mailto:itso-g@vt.edu
mailto:itso-g@vt.edu

Appendix I: OARC Guidelines for Reporting Unacceptable Computer Use.

Prohibited Activities

University policy 7000 “Acceptable Use and Administrations of Computer and Communications Systems, specifically
prohibits use of university resources for personal gain and any other illegal act. Various state laws and standards
specifically prohibit downloading, viewing or storing sexually explicit material.

DO:
*  Your job! It is always acceptable for employees to perform their duties.

e STOP investigating further once department personnel become aware of situations that may need further
review by central offices.

*  CONTACT Office of Audit, Risk, Compliance (OARC) and the IT Security Office before proceeding. This helps

ensure consistent handling of similar situations across the university, preventing unfair treatment and reducing

the possibility of lawsuits against the university and its employees.

* Remember it is not your fault that someone in your department has potentially violated state law and
university policies and you are doing your duty when reporting to central offices.

DON'T:

*  Conduct your own investigation! Other university personnel have undergone extensive computer forensic training.

* Allow deletion of the questionable material. If need be, isolate the machines until further review can
be performed.

* Interview the personnel that may be involved until after contacting OARC and the IT Security Office. This will

allow for a complete uniform investigation or review (if needed).

* Share the details of the investigation among the department beyond requisite management personnel. There

is always the possibility that there is no violation of laws and university policies.

Information to be gathered in the event of an incident:

*  The 5W’s: Who, What, When, Where, Why of the incident.

* Example: Steve Jones, IT support staff, discovered potentially inappropriate material when reviewing the reasons
for Joan Stevens’ machine slow-down. This review happened in Room 238 of University Hall at approximately
1500 on May 17, 2021. The material in question appeared to be if a sexually explicit nature. The machine has

been stored in a locked office.

Applicable Laws and Standards

*  Section 2.2-2827 of the Code of Virginia prohibits employees from using an agency-owned or agency
leased computer to access, download, print or store sexually explicit content.
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Appendix J: Key Questions to Ask

What was the initial attack vector? How did the adversary gain initial access to the network, system or data?

How is the adversary accessing the environment?

Is the adversary exploiting vulnerabilities to achieve access or privilege?

How is the adversary maintaining command and control?

Does the acro have persistence on the network or device?

What methods are they using to maintain persistence? (malware backdoor, webshell, legitimate credentials, remote
tools, etc.)?

What accounts have been compromised and what privilege level , domain admin, local admin, user account, etc.)?
What method is being used for recon?

Is lateral movement suspected or known? How is lateral movement conducted (RDP, network shares, malware, etc.)?

. Has data been exfiltrated and if so, what kind and via what mechanism?

Appendix K: University Policies and Standards

*  Available at http://www.policies.vt.edu
*  All university IT policies and standards are available at_https://it.vt.edu/content/it vt edu/en/resources/policies.html

¢ Statement of Business Conduct Standards:
http://www.cafm.vt.edu/busprac/business conduct standards.ph
P

Virginia Legislation

*  Commonwealth of VA Policy 1.75 — Use of Internet and Electronic Communication Systems
*  Code of Virginia 2.2-603.G Incident Reporting

Requirement,

www.vita.virginia.gov/security/incident/guidance.cfm

*  Code of Virginia 18.2-186.6 Data Breach Notification Requirement
*  Code of Virginia 2.2-3801 Definitions
*  Code of Virginia 2.2-3806 Rights of Data Subjects

Appendix L: Contact Information for Local Police

Virginia Tech Police (540-231-6411)
Blacksburg Police (540-961-1150)
Christiansburg Police (540-382-3131)
Radford Police (540-731-3624)

23


http://www.policies.vt.edu/
https://it.vt.edu/content/it_vt_edu/en/resources/policies.html
http://www.cafm.vt.edu/busprac/business_conduct_standards.php
http://www.cafm.vt.edu/busprac/business_conduct_standards.php

Appendix M: Acronyms

ClO:
CIRT:

CISO:

Ccov:
CSRM:
DDoS:
ES:
FERPA:
GLBA:
GDPR:
HIPAA:

IMS:
IPS:
IRM:
ISO:

IT:
ITSO:

ITRM:
ITSO:
NI&S:
NIST:
OARC:
PCI-DSS:

PIRN:
SEC501:

SETI:
VCCC:
URL:

US-CERT:

VT:

INCIDENT

Chief Information Officer
Computer Incident Response Team

Chief Information Security Officer

Commonwealth of Virginia

Commonwealth Security and Risk Management
Distributed Denial of Service

Enterprise Systems

Family Educational Rights and Privacy Act
Gramm-Leach-Bliley Act

General Data Protection Regulation (EU)

Health Insurance Portability and Accountability Act IDS:
Intrusion Detection System

Identity Management Services
Intrusion Prevention System
Incident Response Manager
Information Security Officer

Information Technology

IT Security Office or IT Security Officer depending on the context ITAR:
International Traffic in Arms Regulations

Information Technology Resource Management
Information Technology Security Office/Officer

Network Infrastructure and Services

National Institute of Standards and Technology

Office of Audit, Risk and Compliance

Payment Card Industry Data Security Standard PIl:
Personally Identifiable Information

Personal information requiring notification
Information Security Standard 501

Secure Enterprise Technology Initiatives
VITA Customer Care Center

Universal Resource Locator
United States Computer Emergency Readiness Team VITA:
Virginia Information Technologies Agency

Virginia Tech

An occurrence that actually or potentially jeopardizes the confidentiality, integrity, or

availability of an information system or the information the system processes, stores, or transmits or
that constitutes a violation or imminent threat of violation of security policies, security procedures, or
acceptable use policies. Also known as “computer security incident”, “cyber security incident”,
“cyber attack”. Reference: https://csrc.nist.gov/glossary/term/incident
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Record of Changes

Version Implemented Revision Approved Approval Reason
# By Date By Date
4.0 Randy Marchany 03/14/2014 Randy Reformat plan, improve process
Marchany documentation, update team
members, update version
number
4.1 Randy Marchany 07/27/2014 Randy Update documentation, expand
Marchany remaining sections.
4.2 Randy Marchany 8/1/2014 Randy Updating diagrams
Marchany
43 Brad Tilley 11/3/2014 Minor corrections and
clarifications
4.4 Brenda van Gelder 4/1/2015 Incorporate line managers
feedback provided to date
4.5a Randy Marchany 6/1/2015 Incorporate changes, update
diagrams
4.6 Angela Correa 6/16/2015 Grammar and continuity edit
4.7 Jean Plymale 06/30/2015 Add Internal Audit guidelines,
acronyms, contact info for local
police and update document
structure to reflect these changes
and additions.
4.8 Angela Correa 7/9/2015 Integration of 2015 edits.
49 David Raymond 11/18/2015 Randy 11/18/2015 Final edits.
Marchany
5.0 David Raymond 1/28/2016 Randy 1/28/2016 - Updated Org Chart (App. A)
Marchany
- Finalized Version
5.1 Randy Marchany 4/12/2022 - Updating entire document to
2022 standards. Updated
Appendix C with current contact
info. Updated all web and
document links.
5.2 Randy Marchany 7/12/2022 - Added definition of “GDPR” and
“incident” to Appendix L
5.3 Randy Marchany 8/3/2022 - Added VITA incident notification
info to Appendix C
5.4 Randy Marchany 1/24/2023 - updated ITSO office number,
updated TOC, created Appendix
D for notifications, adjusted
other appendices
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- Various formatting changes,

5.5 Laura Gautier 3/7/2024
17/ wording changes to Appendix F,
added procedure on page 2
5.6 Randy Marchany 5/14/2024 Rearranged appendices, added IR
Quick start guide
5.6-A Randy Marchany 12/23/2024 -rewrote Sections 2, 3, created
new appendix for e-discovery
5.6-A Randy Marchany 5/27/2025 Major structural changes made.
Included Quick step guide, added
ne
5.6-A Randy Marchany 6/5/2025 Updating -discovery, data
recovery appendices
5.7 Randy Marchany 10/16/2025 Updating formatting
5.7-A Master |Randy Marchany 10/31/2025 Expanded Appendix E OmniSOC
section
5.8 Master Randy Marchany 12/17/2025 Added Cyber Incident Response

RACI diagram
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